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Patch and Vulnerability Self-Check
Ten questions to find the gaps before an attacker does

Answer each one honestly. Every "no" is a gap worth closing, and a good place to start.
YES NO

1. Do you know every device that connects to your network,
including phones, printers, and other equipment?

2. Is every computer and server installing security updates
on a regular, managed schedule?

3. Do you confirm that updates actually installed, rather
than assuming they did?

4. Is every device on a currently supported system, with
nothing left running past its end-of-life date?

5. Is firmware kept current on routers, firewalls, printers,
and other hardware?

6. Are mobile devices that touch company data managed
and kept up to date?

7. Have risky or unnecessary network protocols been
identified and switched off?

8. Have default passwords been changed on every device
and piece of equipment?

9. Do you regularly scan for known weaknesses, not just
rely on automatic updates?

10. If a serious flaw were announced today, would you know
how fast you could find and fix every affected device?

How did you score?
8 to 10 yes . A strong foundation. Keep it consistent and verified.
5 to 7 yes . Real gaps an attacker could use. Worth closing soon.
Under 5 . Serious exposure. This is the moment to get help.

Not sure on a few of these? We can run the full check for you.
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